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Abstract- Elliptic curve Cryptography with its various protocols implemented in terms of accuracy and fast observation of
results for better security solution. ECC applied on two finite fields: prime field and binary field. Because it is public key
cryptography so, it also focus on generation of elliptic curve and shows why finite fields are introduced. But for accurate
observation we do analysis on category of cryptographic primitives used to solve given security problem. RSA & ECDSA
both have basic criteria of production of keys and method of encryption and decryption in basic application as per security
and other properties which are authentication, non-repudiation, privacy, integrity.
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wireless suitable environments. Paper shows the
equivalent of key sizes of RSA and ECC.

1. INTRODUCTION
Cryptography is the science of writing in secret code
and is an ancient art; the first documented use of
cryptography in writing dates back to circa 1900 B.C
[2]. Elliptic curve Cryptography (ECC) in which each
user and device taking part in communication uses
the pair of public and private key.as we know
cryptography technology refers to security of system
so it deals with many properties. Public key
cryptography are based on computational difficulty of
various problems, numerical algorithms are used for
solving these difficulties. Mathematical basis for
security of elliptic curve cryptography is
computational intractability of elliptic curve discrete
logarithm problem (ECDLP)[7].

2. INTRODUCTION TO ELLIPTICAL CURVE
ARITHEMATIC
An Abelian group is a set A, together with
an operation "•" that combines any two a and b to
form element another element denoted a•b . The
symbol "•" is a general placeholder for a concretely
given operation. To qualify as an Abelian group, the
set and operation, (A, •), must satisfy five
requirements known as the Abelian group axioms:[8]
Closure For all a, b in A, the result of the
operation a • b is also in A.
Associativity For all a, b and c in A, the equation
(a • b) • c = a • (b • c) holds.
Identity element There exists an element e in A, such
that
for
all
elements a in A,
the
equation e • a = a • e = a holds.
Inverse element For each a in A, there exists an
element b in A such that a • b = b • a = e, where e is
the identity element.
Commutative For all a, b in A, a • b = b • a.

Cryptanalysis is also a modern cryptography
technology used to find some weakness and
Insecurity in cryptographic scheme.[2] Cryptosystem
One or more cryptographic primitives are often used
to develop a more complex algorithm called
cryptographic system and cryptosystem.
•

What is cryptographic primitives? Algorithm
with basic cryptographic Properties and
relationship to other cryptographic problem. [1].
a) Type of operation used for transforming data:
Mainly two basic principal used are: Substitution
and
transposition.
b) Number of keys used: system referred to
Symmetric, single, secret and conventional keys or
we can say public and private keys.
The transformation of data into a form that is as close
to impossible as possible to read without the
appropriate knowledge (a key) is encryption. Its
purpose is to ensure privacy by keeping information
hidden from anyone for whom it is not intended, even
those who have access to the encrypted data.[4]
Elliptic curve are not ellipse, these are cubic curves
.Properties of ECC made it stronger against various
attacks in wireless sensor networks and many other

2.1 Elliptic Curve Over Prime Field
Let p be a prime number. The finite field Fp called a
prime field, is comprised of the set of integers
{0,1,2,….,p-1} with the following arithmetic
operations:
Addition: If a,b € Fp then a+b=r, where r is the
remainder when a + b is divided by p and 0 ≤ r ≤ p-1
known as addition modulo p.
Multiplication: If a,b € Fp then a. b=s, where s is the
remainder when a.b is divided by p and 0 ≤ s ≤ p-1
known as multiplication modulo p
Thus, the ECC offered remarkable advantages over
other cryptographic system.
• It provides greater security for a greater key size.
•
It provides effective, compact implementations
for cryptographic operations requiring smaller
chips.
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•
•

Due to smaller chips less heat generation and
less power consumption.
It has easier hardware implementations.

5. IMPLEMENTATION AND GRAPHICAL
REPRESENTATION
For efficient implementation of ECC, There are
different methods for efficient implementation point
multiplication and field arithmetic suited for different
hardware configuration [1]. ECC is a very
encouraging and new field to work in order to find a
more cost efficient method to perform encryption for
portable devices and to secure image transmission
over internet. Elliptic curves are believed to provide
good security with smaller key sizes, something that
is very useful in many applications. Smaller key sizes
may result in faster execution timings for the
schemes, which is beneficial to systems where real
time performance is a critical factor. We have
estimates of parameter sizes providing equivalent
levels of security for RSA and ECC systems[9]. We
implemented the ECDSA algorithm of key
generation, message signing and signature
verification.

3. RSA ALGORITHM
Ron Rivest, Adi Shamir, Len Adleman first published
this algorithm in 1978. This is most widely accepted
and implemented general purpose approach to public
key encryption. In RSA Scheme is block cipher in
which plain text and cipher text are Integer between 0
and n-1 for some n, typical size for n is 1024
bits[6].In RSA algorithm plain text is encrypted in
blocks with each block having binary value less than
some number n.
Hardness of RSA is related to integer factorization
problem. Given a number that is product of two large
prime numbers, factorize the number to find the
primes.
3.1 RSA key generation
Given the “public exponent” e , generate two prime
number p and q , such that (p-1) and e have no
common divisor greater than 1 and (q-1) and e have
no prime divisor greater than 1.

A. Tables
Given table shows the equivalent key size of both the
algorithms that is 25 bits, comparison of key size of
Elliptic curve cryptography (ECC) and RSA
algorithm is represented:

Let n = p*q , product of p and q solve e*d= 1 mod (p1)(q-1)
public key is pair of
.

Table1.key sizes of ECC & RSA
ECC(in bits)
RSA(in bits)
106
512
112
768
132
1024
160
2048
210
3072
283
7680
409
15360
571
21000

private key is pair of

3.2 RSA Encryption and decryption
Encryption uses the public key, so the cipher text
corresponding to plain text m is
c = (mod n)
Decryption uses the corresponding private key, so
m= (mod n)In simple terms signature generation is
equivalent to decryption and signature verification is
same as encryption.

Above table describes key size of RSA algorithm and
Elliptic Curve Cryptography (in bits) which described
one of protocol as ECDSA. In most cryptosystem, the
messages are mapped into numerical value upon
which we perform mathematical operation. In ECC
we need a method for mapping a message onto an
elliptic curve. The problem of encoding plaintext
message as points on an elliptic curve is not as
simple. In particular, there are probabilistic methods
for finding points that can be used for encoding
message [7].

4. PREVIOUS WORK
For efficient implementation of ECC, it is important
for multiplication algorithm and underlying field
arithmetic to be efficient. There are different methods
for efficient implementation point multiplication and
field arithmetic suited for different hardware
configuration[1]. ECC is a very encouraging and new
field to work in order to find a more cost efficient
method to perform encryption for portable devices
and to secure image transmission over internet.
Elliptic curves are believed to provide good security
with smaller key sizes, something that is very useful
in many applications. Smaller key sizes may result in
faster execution timings for the schemes, which is
beneficial to systems where real time performance is
a critical factor.

Table2: Comparison of RSA and ECDSA
Algorithm

Encryption Time

Key Strength

RSA

4ms

Less than 2ms

ECDSA

71ms

33ms
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RSA

3ms

5ms

ECDSA

63ms

70ms

RSA

7ms

4ms

ECDSA

41ms

92ms
Graph 3: Decryption time v/s key size

6. CONCLUSIONS
B. Graphical Representation

Elliptic curve drawn using cubic equation gives the
satisfactory results in prime field and binary field. By
using Finite field in one of protocol of ECC that is
ECDSA, when compared to Big integer Prime
numbers using single algorithm as base i.e RSA (Ron
Rivest, Adi Shamir, Len Adleman) algorithm using
GMP library concluded that graphs gives the
complexity of both the algorithms and as a result
system, implemented in java, has been proven more
accurate and stronger as compared to RSA in terms of
other important factor shorter key size and bigger key
strength.

Graph 1: Elliptic curve points along x and y axis
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